Recruitment Privacy Notice
i) Introduction

The purpose of this Notice is to explain how we, Gunnebo, handle Personal Data about our job applicants
and to explain the rights that applicants have under data protection law. In this Notice, we refer to this
type of information as “Application Data”.

This Notice applies to applications submitted via job pages, LinkedIn, Gunnebo’s website or intranet, and
those submitted via third parties, such as recruitment agencies and job boards. It also applies to
applications submitted via other means, such as by post and email.

Please note that this notice also applies to applicants in all countries where gunnebo operates, including
the european union, united kingdom, united states, canada, brazil, india, mexico, and china. Local
variations may apply where required by law.

Please refer to the Glossary below for an explanation of the defined terms in this Policy.
ii) Overview: the Gunnebo 10 Data Protection Principles
Gunnebo observes the Gunnebo 10 Data Protection Principles in relation to Application Data:

Gunnebo will also comply with regional data privacy frameworks such as the eu general data protection
regulation (gdpr), the uk gdpr, the california consumer privacy act as amended by the cpra (ccpa/cpra),
and other applicable local laws including the brazilian Igpd and india’s digital personal data protection
act.

iii) What Application Data does Gunnebo collect?

Gunnebo will generally only collect Application Data in the recruitment process that is necessary to
assess you for the post applied for. This may include the following categories:

¢ Information you provide in order to set up an account (“Profile”’) on job pages, such as your email
address;

¢ Information you provide in order to apply for a job vacancy with Gunnebo to tell us who you are
and to build a picture of your capabilities and suitability for certain positions, such as your name,
contact information, nationality, professional qualifications, previous employment history,
personal interests, experiences and a copy of your résumé;

e Information collected by Gunnebo as a result of the recruitment process, such as your
performance at assessment centres, interview or in other assessments and information provided
by your referees; and

e Information related to your use of our website, for example your IP address. This information
may be collected by using cookie technology. For more information about how Gunnebo uses
cookies please see our Privacy Policy.

We do not use automated decision-making or profiling in a way that significantly affects you without your
explicit consent or as otherwise permitted by law.

Personal data about criminal convictions or health will only be processed where necessary and lawful,
subject to local regulations and with prior notice to the candidate.


https://www.gunnebo.com/privacy-policy/

iv) What will Gunnebo do with your Application Data?
The main purposes for which we use Application Data include:

e Supporting and Processing your job application, for example, so we can assess your ability to
meet the job specification, in order to shortlist applicants and to verify references and
professional qualifications provided by those applicants;

¢ Improving our application process, for example to ensure that our website, intranet and job-page
portal are user-friendly and contain appropriate and helpful information; and

e Ensuring compliance with our Code of Conduct, for example to ensure that we are living up to
our values and, in particular for equal opportunities monitoring purposes.

We may also process your data to fulfil legal or regulatory requirements, for example immigration,
sanctions screening, or diversity reporting, where required by law.

We may verify the Application Data you provide during the recruitment process and/or collect Personal
Data about you from sources other than you to assist with our ‘Pre-Employment Checks’. This may
include checking your qualifications, directorships, financial history (e.g. bankruptcy) and if you have a
criminal record. If this occurs:

¢  You will be told in advance which aspects of your Application Data will be verified including an
explanation of how the Pre-Employment Checks will be carried out; and

e Information about criminal convictions (if collected) or medical information will only be
collected through official authorised sources and in accordance with applicable law.

Where it is necessary and appropriate to you’re the role you have applied for, we may also require you to
undertake drug and alcohol testing prior to commencing your employment with us.

IMPORTANT: If you indicate that you do not have the right to work in the country in which you are
applying for a position, the system will automatically drop your application and it will not be reviewed by
Gunnebo. However, if you would like to explain your circumstances to us, please contact us using the
contact information set out in paragraph 9 below.

Gunnebo does not sell or share applicants’ personal data with third parties for marketing or profiling
purposes.

Gunnebo will only process your Application Data where we have a legal basis for doing so. Gunnebo’s
processing of Application Data is generally because it is necessary for us to decide whether to enter into a
contract of employment with you. In addition, certain data processing may be based on your consent
(which you have the right to withdraw) or because it is necessary to comply with a legal obligation or to
enable us to pursue our legitimate business interests (for example where it is necessary to understand our
applicants in sufficient detail so we can deliver an effective recruitment service).

v) Who is your Application Data disclosed to?

a. Within Gunnebo



Gunnebo restricts access to Application Data to people within Gunnebo who have a “need to know” that
information. For example, certain individuals throughout Gunnebo will have access to your Application
Data in order to process your job application and manage the recruitment cycle.

b. Outside Gunnebo

Gunnebo shares Application Data with authorised third party service providers, in order to conduct and
manage recruitment. For example, we may share your personal information with these service providers
in order to conduct screening and verification of your application and the information you have provided
to Gunnebo. This includes verifying academic and professional qualifications.

Generally, Gunnebo will only disclose your Application Data to third parties outside Gunnebo and its
suppliers:

¢ when required to do so by law;

e inresponse to a legitimate request for assistance by the police or other law enforcement agency;
and

o to seek legal advice from Gunnebo’s external lawyers or in connection with litigation with a third
party.

Where required, we enter into data processing agreements and international data transfer mechanisms
(such as standard contractual clauses or the EU-US data privacy framework) with third-party processors
to ensure your information is handled securely.

vi) How long will Gunnebo retain your Application Data?

We keep your Application Data in accordance with our internal retention policies and procedures.
Typically, if you are unsuccessful in your job application with us (or if you reject the position), your
Application Data will be destroyed usually within [6-18 months] (depending on the jurisdiction) in order
to comply with our legal obligations and so that we may contact you again if another suitable position
arises. If you would like more information on our retention of your Application Data, please contact us.

If you are successful in your application and join Gunnebo we will retain your Personal Data in
accordance with our internal data retention guidelines and procedures. More information will be provided
when you start.

vii) Where does Gunnebo store your Application Data?

Applicants should be aware that their Application Data may be transferred to, and stored at, a destination
outside their country of residence; which may have different data protection laws from those in your
country of residence. It may also be processed by staff operating outside of their country of residence,
who work for us or for one of our suppliers, for example in the provision of support services.

Whenever we transfer your Application Data outside of your country of residence, we will take legally
required steps to ensure that adequate safeguards are in place to protect your Application Data and to
make sure it is treated securely and in accordance with this Notice. If you are located in the EEA or the
UK, you may contact us for a copy of the safeguards which we have put in place to protect your
Application Data and privacy rights in these circumstances.



For transfers from the eea or uk, we use approved transfer mechanisms such as the european
commission’s standard contractual clauses or the uk international data transfer agreement. For transfers to
the united states, we may also rely on the EU-US data privacy framework where applicable.

viii) Exercising your rights

You may have the right to request access to, rectification or erasure of, the Application Data Gunnebo
holds about you. You may also have the right to object to or restrict certain types of processing of your
Application Data and request to receive a machine-readable copy of the Application Data you have
provided to Gunnebo. Remember that you can up-date your contact information in your online account
Profile.

Any request to exercise one of these rights will be assessed by Gunnebo on a case by case basis. We will
respond to all requests in accordance with applicable law and inform you where an exception or legal
limitation applies.

In addition to the rights set out above, applicants in certain jurisdictions (such as California and Brazil)
may have additional rights to request information about how their data is collected, used, and disclosed,
and to opt out of the sale or sharing of their data.

ix) Contact us

Please contact the Gunnebo Legal Team at privacy@gunnebo.com if you would like to find out more
about any matters relating to this Notice or to exercise your rights as outlined in paragraph 8 above.

If you have concerns about the way in which Gunnebo has handled your Application Data, you have the
right to complain to your Data Protection Authority. However, if you have concerns we encourage you to
raise this with Gunnebo in the first instance.

Last updated

Last updated November 2025. This notice may be updated periodically to reflect changes in data
protection laws or Gunnebo’s practices.

Glossary
Application Data: Personal Data relating to job applicants.

Data Protection Authority: The relevant supervisory authority with responsibility for privacy or data
protection matters in the jurisdiction of Gunnebo and/or a Gunnebo Group Company;

Data transfer mechanisms: legal tools used to protect personal data when transferred across borders,
such as standard contractual clauses or adequacy decisions.

European Economic Area (EEA): The EEA includes all European Union member states and Iceland,
Liechtenstein and Norway.



Personal Data: Information which relates to an identified or identifiable individual (i.e. data about
Gunnebo employees, contractors, applicants, employees of vendors and suppliers, contractors, customers,
patients using our products and individuals who use our website or service centres). It includes names,
addresses, email addresses, job applications, user account information, and correspondence. Personal Data
can also include web browsing information (e.g. data associated with a particular cookie) and IP
addresses, when such information can be linked to an individual.

Pre-Employment Checks: Personal Data relating to a potential Gunnebo employee collected from
sources other than the candidate. For example, directorships, financial history, qualifications and criminal
record.

Processing Doing anything with Personal Data; this includes collecting it, storing it, accessing it,
combining it with other data, sharing it with a third party, or even deleting it.



